
Protecting Automated Rental Payments 
 
Capitalizing on today’s technology to digitize rental payments can streamline 
rent collection and make paying more convenient for residents, but there are 
catches property managers need to consider... 
 

 

The mechanics of automating rental payments can be tailored to any size property 
management company. It can include automatic withdrawals from authorized checking 
or savings accounts, monthly charges to a credit or debit card, online banking transfers, 
or third-party payment websites, among others. Many managers offer multiple payment 
methods, so a single resident may pay by online bank transfer one month, by check 
another, and by credit card another. The key is making payment convenient for the 
resident and reliable for the owner/manager. But what if your system fails or is hacked? 
  
Rental Income Losses 
  
When you automate payments, you put a substantial amount of your income into the 
hands of a cyber tool. If your automated system goes down, you could have significant 
income disruption. 
  
Computerized rental collection systems can fail because of a technical glitch, a power 
failure or a cyber invasion, such as hacking or malware. While many system failures can 
be rectified in short order, some can be catastrophic—leaving you without automated 
rental collection for as long as it takes to rebuild the software or get a server back 
online. That could cause a serious liquidity crunch and could lead to longer-term 
problems tracing and securing lost payments. If your recordkeeping software fails, 
there may be costs of rebuilding the system, but you may also have to hire a special 
accounts receivable consultant to handle the lost records. 
  
Expenses like these might be covered under a rental income loss insurance policy, but 
you might have to turn to cyber security insurance if the loss is due to an internal 
system failure or an outside attack. If your losses stem from an internal cyber crime, it 
could be even more complicated, with a crime insurance policy playing some role. While 
automated payments can make residents’ and your life easier, rental income gleaned 
from digital methods needs to be protected. A comprehensive review of your current 
insurance can reveal whether you are covered for the array of income-loss events that 
could strike. 
  
Don’t forget that any time you are working with resident data online, you also have 
exposures to privacy breaches. Even if such a breach doesn’t cost you rental income, it 
may lead to serious expenses if the breach is one that requires  notification and 
remediation to those whose data were compromised. Should such an incident occur, it’s 
important to consult your legal advisor to understand the state and federal laws that 
regulate this type of privacy issue. A good cyber liability insurance policy will also help. 
  
Allowing automated rental payments can be a big selling point for your complex, 
especially for younger residents or others who don’t have much of a credit history. With 
automatic withdrawal for rent, your complex has less to worry about in terms of timing, 
and your resident has less to think about in terms of budgeting. Moreover, it can help 
them build creditworthiness that can be used later when they seek a home or auto loan. 



  
The key is protecting your income and their data from the myriad hazards that 
accompany online activity. With a good risk manager and quality insurance coverage, 
both community and resident can have the security they need. 
 
Have a thought, question, comment? Please share. 
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